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Simpl: Enabling the data space ecosystem
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Simpl

What is Simpl?
open-source means built-in trust & middleware are software suites
security, flexibility to deploy, that enable applications and
simplicity to customise databases to work seamlessly
| together and provide a flawless
| user experience
Simpl is the open-source smart middleware
that enables cloud-to-edge federations and
all major data initiatives funded by the
European Commission
cloud-to-edge federations put together resources
all major data initiatives, in particular the across cloud and edge computing environments as a
development of Common European Data cohesive system, creating a seamless integrated
Spaces modular and interoperable way. infrastructure that combines the strength of both cloud

and edge computing.

European
Commission




About the Simpl Programme

The Simpl Programme has three core products

Slmpl Open

Open-source

Middleware

Cloud to edge federations
Enabling major data initiatives

Distinct instances of Simpl-Open
software stack

Deployed for specific sectoral
data spaces/ initiatives

European Commission plays an
active role in their management.

& .
()

Slmpl -Labs
Playground environment for
Simpl-Open.

* Interoperability test for existing
data spaces.
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@ Committed scope

Possible Follow up - Implementation of Simpl Live/Labs;

Th e Sl m p I P r O g ram m e RO ad m ap Simpl-Live Feasibility Studies for new data space initiatives

Simpl-Open, Simpl-Live, and Simpl-Labs Potential next step still to be validated
2023 2024 2025 2026 2027 2028
Preparatory Study —
Procurement / Call for tender ——
. Execution
Slmpl - Open Kick-OFF ‘—
) _ Feasibility Study Execution
Simpl — Live | * —————————
Simpl - Labs Feasibility Study Execution
) ) Feasibility Study Execution
Simpl - Live Il + EuroCloud ** N

. Feasibility Study & Execution
Simpl-Open Al Enablement

* Data spaces included: PPDS, EHDS2, LDS, EOSC, DestinE, SCDS ** Data spaces included: CEADS, GDDS, CEMDS, CEEDS
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Overview of Simpl-Live Feasibility Studies 2024 (Contract 1)

The assessment of the feasibility of Simpl-Open deployment has been conducted with six initiatives

Public Procurement Data Language Data Space
Space (PPDS) (LDS)

Unites European public Platform for multilingual
procurement data. language data sharing and
reuse.

European Open Science Destination Earth Smart Communities Data
Cloud (EOSC) @ (DestinE) - Space (SCDS)

"Digital Earth" model Trustworthy Al and
Seamless research data to monitor&predict interoperability for cross-
storage, management, and interaction between nature sectoral government
analysis across borders. and human activities. services.

European
Commission
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Overview of Simpl-Live Feasibility Studies 2025 (Contract 2)

The assessment of the feasibility of the Simpl-Open deployment will be continued with five selected initiatives

Energy Data Space Agriculture Data Space
Supports innovative energy Optimizes natural resource
services aligned with use and stimulates data-

EuroCloud initiative

European Commission
Initiative to foster a true
federation of EU public
sector cloud and edge
infrastructures, services

sustainability goals, driven innovations in
promoting sector agricultur by facilitating
integration data sharing

and data to enable
resource sharing amongst

European Mobility Data Green Deal Data Space participating EU public
go% Space . %\ Enables accessto sector organisations.

Enhances efficiency, safety environmental and climate

and sustainability by data data for a sustainable

access, pooling, and Europe by creating a data

sharing in transport ecosystem

European
Commission
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Data space fundamentals
Influencing Simpl-Open

The data space context

« Data spaces are data & service sharing
ecosystems.

« Technology and contracts need to work
hand in hand to enforce proper data
sharing.

« Simpl-Open brings new features that
allow a stronger technology-based
enforcement.
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Simpl-Open covers the full

landscape of a data space @,. /‘ .
Simpl-Open unique value proposition —-~~ Eat {&
/‘ alté
: I 1
: Consumer
Reuse, develop, integrate: 'l \l_ _____ | Sim@em e
Simpl-Open: \ ] ] o
. - : . Simpl-Open |
Identifies suitable existing \\ Software Stack ¢ !
components. o R I
. 0 ) Jp—
» Develops from scratch missing A v
components. @} o
» Integrates them to simplify the . @ Data space
deployment and set up of a data — O
sSpace. Governance A.
Participant
(L)
Simpl Agent
S {a
4
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

: . iy =)
Simpl-Open unique value proposition P N ot {&
. U4 1
Reuse, develop, integrate: ] \ (L) Consumer
1 b o e o e 1 Simpl Agent Participant
1 ]
. . . I
Engrained security: \\ Simpl-Open ,, i
. Software Stack |
The set-up of Simpl-Open secure S P |
communication is part of the S=— €
onboarding of new participants. o
m Data space
Simpl Agent
— &
Governance A.
Participant
(L)
Simpl Agent
S {a
4
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

. . » &
Simpl-Open unique value proposition s {,5
A S
/, \\ I_l &
: / \
Reuse, develop, integrate: ] \ @ Clg)n_sgmer
: 'I- me_——— Simpl Agent articipant
. — I
Engralned securlty. \\ Simpl-Open ,[ i
\\ Software Stack )/ | r—=n
) F =N
* .\
— /
o . - \ Data spacel
« £ — = =\ Catalogue
impl Agen \( 550 \
Governance A. \ Data space /
Participant \V‘fatﬂaﬁ
(L)
Simpl Agent
S|ia
=
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

: . iy =)
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Simpl-Open unique value proposition - ~ Gt {&
~
: / \
Reuse, develop, integrate: [ \ (L) Consumer
: 'I— _____ q Sl Participant
. . . I
Engrained security: \\ Simpl-Open ,, i
\\ Software Stack | &
Flexibility through configuration: Seer’ i {&
O a4
Inclusion of new typeS of o m Simpl Agent Infra. Provider
providers: SimpT;’lgent Data space Participant
. . — &
Simpl-Open also consujerg EOVETTETER A ]
Infrastructure and Application Participant
providers, enabling providers to (&)
- : - impl
bundle infrastructure, application and 0 /Slmp Agent o
datasets as they see the need. bz @) {&
S {a R
nl'a
Data Provider
Participant
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Simpl-Open covers the full
landscape of a data space

: . i &
Simpl-Open unique value proposition ==l ot {&
. U4 1
Reuse, develop, integrate: I \ B Consumer
] b o e o e 1 S|mpl Agent Participant
1 ]
. . . I
Engrained security: \\ Simpl-Open ,, i
\\ Software Stack | Ia &
Flexibility through configuration: See’ i {&
O'a
Inclusion of new types of = m SlmpIAgent Infra. Provider
providers: Slmpll_/j\gent Data space ] Participant
Improved data sovereignty: GovernanceA B
Participant
Simpl-Open provides the possibility to (L)
define access policies, usage policies m /Simpl Agent
and contracts. S ®
Simpl-Open also enables custom data g & B A
sharing alternatives. & .
a Appl. Provider
Partici t
Data Prowder srepan
Participant
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Simpl-Open State of play

Business Processes partially covered by MVP release

<2, 1 Dataspace setup: Ro Y 2. Setup of ID/Trust, 3a. Onboarding of

. catalogues and :
||||||| of governance authority Q00 vocabglary providers & consumers

3b. Onboarding of end
users

8. Consumer uses an
infrastructure resource

5. Provider adds a new TN
@ resource to the ( B 6. Consumer searches T@ a contract with resource A
NZRN7 from provider

resources on catalogues )
catalogue Q —  provider

applications or data v ) operations of dataspace % 13. IT administration

@ 9. Consumer uses 12. Management/ =
resources from provider ~ business

BP’s covered in the MVP @ BP’s covered in today’s demo
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simpl-programme.ec.europa.eu/book-p

European | 0 Login v

Commission

Simpl Programme

Home Community Development Publications About Q

BOOK PAGE
3a - Onboarding of a New Dataspace Participant - Providers
(data - application - infrastructure) & Consumers

M 1comment Share this page cc X ﬁ

Table of contents

3a - Onboarding of a New Dataspace Participant - Providers » 1- Setup of Dataspace: Role of
(data - application - infrastructure) & Consumers Governance Autharity

Description 2 - Setup of IDfTrust, Catalogues and

To help understand the content of this document, readers should familiarize Vocabulary
themselves with the e business
introduction containing the

The onboarding process for a new Applicant details the tasks and decisions
reguired to onboard 3 new organisation to a Dataspace. Both Providers and

3a.l - Onboarding of a new data

Ceonsurners can apply to a Dataspace and will be referred to as (Dataspace) o )
. space participant - attribute
Applicants from here on. )
placement during cnboarding
The Applicant Representative submits the onboarding requests to the Governance 3a.2 - Onboarding of a new data
ority. | ooroval they set the Si -ACent oca Sy . . R
Authority. Upon approval, they set up the Simpl-Agent, a local gateway enabling space participant - finalizing
Soti with a c < i i Sii . = rue N
[IT[GT’:CLIOIT with the dataspace. As such installing the Simpl-Agent is a crucial step onboarding
for onboarding to the dataspace. The Applicant Representative must install and
. 3a.3 - Onboarding of a new data
configure the Simpl-Agent. After successful setup, the Applicant receives the o
space participant - review of the
necessary security credentials, completing the onboarding process and allowing e
Arhanrdine raos et
4 S EEEEEEEEEE— >

The Business Processes of Simpl-
Open are available for review and
feedback on the Simpl-Open website
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2 O Showcasing Simpl-

@ Open Minimum Viable

(@ Open Product
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Showcasing Simpl-Open
Minimum Viable Product

Introducing the Speakers

Melanie Mirjana Friedrich Nicolas Auricchio
IT Architect Simpl-Open Lead Architect Simpl-Open,
Sovereign-X Sovereign-X
i**** &
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Setup of the demo 1

[ e e e e e e e ———— 1 a
What has been prepared upfront ,,_L-N : Bt {&
/, \\\ - I_l &
1. Simpl agents have been installed K \ . oS Consumer
for the Governance Authority, a I e g iy Participant
Provider and a Consumer. ‘\ _ ] i
_ _ Simpl-Open ,’ | 3
2. Governance Authority configured \ Software Stack/ :
the catalogue by loading the *~_r.—' Il
schema and vocabulary. i 5 2 A '@' R
1
3. Consumer and Provider have : m --=-< )
been onboarded, received their T \\Dca;f‘af;%aucf
security credentials and : Governance A. - T
configured their agent with it. I Participant 3
1
1
1

1 Simpl Agent
S {a
&

Data Provider
Participant

European
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Onboarding

Zoom into the process

A ©

Applicant prepares (1) and submits 2 > @

. Admin
(2) an onboarding request. Ia ) 4 ul
Governance Authority reviews (3) —a o 6 ‘ 5
and approves/rejects the request ooo {& ) 7
Applicant generates security AP‘;ﬁi'C'i‘;iﬂtt O e A
credentials request (5). Unmy
Applicant uploads security
credentials request (6) and
downloads signed credentials (7).
Applicant configures security
credentials in the agent (8).

° ° European

Commission




A bird-eye view on the demo

: : : &
What you will see in this demo - Ga| (1o
»” o
’
. . . . /’ \\ Q4
1. A provider publishes a service offering \ Consumer
I ; ; \ @ Participant
(combining data, application and : 'I Simpl Agent e
infrastructure) to the catalogue. \ . !
\ Simpl-Open / 5
2. Aconsumer discovers the service N Software Stack g 3 2 &
offering with its details from the S P '?‘ g
catalogue. 5 e
_ \ 5 Infra. Provider
3. The consumer establishes a contract (L) --~ = / Participant
. . Simpl Agent \ Data space
with the provider to consume the — \ Catalogue
service. Governance A. ST
. o Participant ’1 InfraTenant
4. The provider provisions the resources
(infrastructure tenant with data
accessible through an application). Simg‘l',}gent
5. The consumer receives the access % & 4
information and consumes the - g
resource. :
Data Provider
Participant
° ° European

Commission



Publication of a resource
In the catalogue

Simpl-Open MVP Demo

1. Data Provider prepares service
offering (combining data,
application and infrastructure) with
the visual editor provided by the
Simpl Agent.

2. Data Provider publishes the
service offering on the data space
catalogue.

5. Provider adds a new
resource to the
catalogue

’,——~\

~

Simpl-Open
\\ Software Stack y

N =

\
\
1
I

/

/

»7

T

Governance A.
Participant

rF=— ="

g=h
Lh ---« = )
Simpl Agent \ Data space

\Citalo_gui

/-

(&)

Simpl Agent
27D
S {a

=

Data Provider
Participant
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Syntax & Semantic
Validation

Zoom into Validation

Ensure Integrity and Consistency
of the Resource Description in the
Data Catalogue

Syntax Validation: The data types
and value constraints are
validated

Semantic Validation: Ensure
conformance with vocabularies

g()é = == = = == =) ;s
Vocabulary
Schema & schema
gl °~
/’ S
& S o

@{2 —J(. \

l
I_I ' Defines the e
) \ Data space bulary &
Data Provider ‘\ | Catalogue / ,’ Vocasléﬁéﬁqa Governance A.
Participant \ === ) Participant
DS ~ Ve
Ny \
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Search of resources Iin
the catalogue

Simpl-Open MVP Demo

1. Consumer logs-in with its
credentials to the catalogue.

2. Consumer uses the quick search
function to browse through service
offerings.

3. Consumer consults a specific
service offering description.

6. Consumer searches
o, resources on catalogues

—14
= [y
,la’ ‘x\ &
/ \
] Consumer
| ‘| , @ Participant
\ I Simpl Agent
‘\ Simpl-Open ,’ 2
A Software Stack y 1
S ’
~ -’ 3
g
rF— ="
o 1 / (gp ©
L ---+ = )
Simpl Agent \ Data space
— & \Catalogue
Governance A.
Participant
European
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Consumption of a
bundled service (infra,
data and application)

Simpl-Open MVP Demo

1. Consumer requests the
service offering from the Provider
and establishes a contract.

2. Data Provider sets up a Virtual
Machine on the cloud that runs a
pre-configured analysis
application.

8. Consumer uses an
infrastructure resource

@ @ from provider

- et
,/’ ~\ ‘[&
4 \\ L=
/ \
] 1 Consumer
| ‘| , Q Participant
i I Simpl Agent
‘\ Simpl-Open ,’
A Software Stack y — &
o ’ 1
F % nlla
o -
. Infra. Provider
@ — _( Participant
Simpl Agent \ Data space
—_— \Citalo_gui g
Governance A. =
Participant InfraTenant
(&)
Simpl Agent 2
O {&
Data Provider
Participant
European
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Multi-Cloud Sovereign

Data & Service Sharing 277N
. . & / =
Zoom into service set-up (step 2) Bad] (1 o / - \
- — 1
* Provisioning of infrastructure 01 |‘ -
resource on another cloud antsum?r () \\O;JeCt SStOff’J‘ge @

o o articipan i orage service
provider (muti-cloud). P &> o s S
Assignment of Storage resource
from Storage providers (multi- 2a 2e 2¢C
cloud) ,,¢—-~~\

L \

Depl_oyment.of applications on the & m ) 2d ,’ S
provisioned infrastructure Slla @)% - o . ‘b
resource Q)& SimelAgent op VM + App

Data Provider ‘\ Cloud Provider ,’
Participant N\ Infra Service
s
~-—”
European
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Consumption of a

bundled service (infra, a
. . - adt
data and application) 277NN = {g
4 \
Simpl-Open MVP Demo K \ (&%  Consumer
| , Participant
i Simpl Agent
1. Consumer requests the |‘ ]
service offering from the Provider \ Simpl-Open ,'
d establishes a contract S oftwere StaCk/ &
an ' S A 2lia
2. Data Provider sets up a Virtual /’ JEnnh a4
Machine on the cloud that runs a = 0 s Infra. Provider
pre-configured analysis Simnl Agont S G
application. — y Catalogue_
Pp . . . Governance A.
3. Provider provides the link of the Participant InfraTenant
application and its credentials to
the Consumer.
(L)
4. Consumer connects to the Simpl Agent 2
application and uses the service. % {g
=
Data F_’r_ovider
9. Consumer uses Ll
@ applications or data_ European
resources from provider Py ° Com|E|)1ission




The Simpl-Open code Is open source

Openness is a key part of the architecture approach

Source code is freely accessible in code.europa.eu/simpl

Installation and user readme.md files are part of the available
packages.

Releases are available for download.

Group ‘
|[) sept S Simple

Subgroups and projects  Shared projects  Inactive e e e e

=}
s 0.

/vg.a

Development &

A

O 8 £ 8 & e @

Agents @&

A Application Provider &
C Common Components &
C Consumer &

D DataProvider &

G Governance Authority &
| Infrastructure Provider &
Common-Components &
Contract-Billing &

Datal &

Gaia-X-EDC &

IAA &

Infrastructure &

Monitoring &
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Commission



r.

\J

| L

N\

)

N

Introduction to the architecture

approach and domains
Introduction to the workshop

W A

"




Introduction to the Architecture

The architecture of Simpl-Open is created using a layered approach

High-Level Architecture

Business Architecture

Application Architecture

Technology Architecture

Simpl-Open Agent
Simpl-Open Buildi |

[ Applicat |
‘ Usage

Metrics |

" Energ)
Alerts

|| Performa |
‘ Monitor| |

~ Performa |
‘ Usage

| Log Inf |
| ‘ Extracti |

‘ Billing

ol SLA
‘ Managen |

hee0L

i
End Users | £
Organisation i
‘ Consumer CD-
£ —
22—/4
Consumer Simpl-Ogen Agent i
15
" A - |
(P Contact O| 5, (PP Search O !
Management "727 ‘ '—‘17
| |
— i
I
i
17 |
( :
- [ 4 Data Space Connector |
wo y O £ v -
| Contract Tr
I Negotiation J P
18 20
23 26
Infrastructure Provider Simpl-Opgn Aflent
(P observabilty O | ] Data Space Connector
| [ contract (@ J Local Assets ()] |
‘ Negotiation }»m ‘ Catalogue |
. ARG ~ s |
24 11 (—
¥ | v =
32 W convracc O] (B Resource O] [P n
" Management | Offering ‘ )
| Editor
Lzsal {mI
- ===
1 Provider I
[ | o
I ‘ Inf
[ Endusers/ % L
Organisation

Governance Authority Si Governance Authority Simpi-Open Agent =
REST
ocse B
| Identity Provider €
Identity O
Provider AP Credential O
S . . |
va [y
Credential O Identity Database ]
Management | |
Credential Fle.
wa [y
Create Credentials/Onboard Participant i
“en Participant Ble-
Credential ]
Factory
HBCA O PostgresaL O
REST B
(Create temporary
Tier 1 credentials REST B
- Onbearding 4 . Onboarding O Onboarding| q Security Atributes Provider  §]
APl APl - Security -O
ding §] Retrieve and register Attributes €
= o tes @
Mana participant attributes s e Management
. Onboarding 4 . Onboarding -0 1 L ™)
u T
* 2 i bl Security O
Angular [ ¥ ¥ ¥ Attributes ¢
Onboarding £ Document £ Procedure B3 Provider U1 M £
Request R 2 Auribute
Angular [
PostgresQL (3 PostgresQL )
Onboarding Database Attributes Database
Retrieve ephemeral proof
Tier 2 Authentication O Tier 2 Authentication £] Credential Database/Vault £]
S Tier 2 credent NTier 2 credentials verification. A o Provide
Angular [ " ..»  Credential B
Credential ] Access credentials
Management +
! Keypair
+ Tier 2 Authentication -0 wa [y Access keypair 5 yair O
Provider APl
PostgresQL (Y
L REST REST
REST = = =
Retrieve ephemeral proof
} L Users& O Users & Roles Fil
Roles APt
\mmmmF i) O ens Rolesg]
Authorisation ] Management
TesAmc S . s 0 a0y |
Spring Cloud () rieve user roles Roles Ut v a
_Gateway Angutar 1y — ; mm;y :;:amau
User O
Management
Authorisation &] esqL
iR Service PostgresQL O
Spring Cloud (9 User & Roles Database
Gateway
Retrieve role’s

identity attributes. f

ige users and

31| Data Sharing Festival 2025

Tier 1 Tier 1 Authentication Provider £
Access credentials——»] | pmenicaten  —< Users ) Agent Users Management ©
_ Management v /i
Keycloak O3 !
Tier 1 v .
iy Mhelven’lulm a5 L User B3 User Role £
ek Local IDP O
u D Federation 7 Postg q o
Erhitiiorn User Database
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Introduction to the Architecture

Simpl-Open is decomposed into 3 functional domains

Onboarding & I1AA Publish and consume Management/Operation of data
resources space
Provides the means to join a The essence of a data space: Provides the functionalities that
data space and establish trust allow to share resources are necessary to manage and
between participants. (datasets, infrastructure, operate a data space.

applications) between the
participants.

European |
Commission




Introduction to the Architecture

Key architecture principles

Resilience

Simpl-Open's architecture components must be fault
tolerant, so that failures have minimal impact

Discoverability

All services provided by Simpl-Open must be
publicly exposed and discoverable in a service
registry or catalogue

7

Security, privacy & trust

Simpl-Open must provide a secure and trustwarthy
environment while complying with relevant regulations

Scalability & elasticity

Simpl-Open must provide means to accommodate larger

workloads and assure correct resource pooling and

allocation while allowing new entities and users without N
impacting performance

Interoperability

Simpl-Open must ensure that all participants will be able to
interact with each other and exchange data and resources
in a well-specified way.

Architecture
Principles

- &S

Federation
Simpl-Open will serve as a federation of both data and infrastructure,
enabling interoperability and decentralisation

Modularity

Simpl-Open architecture must be defined in a
modular way and with open-source technologies

Loose coupling

The implemented components should be loosely
coupled to minimise dependencies between them

Openness and agnosticism

Simpl-Open's components must be designed following
open specifications and standards and implemented
using open-source technologies

Composability & extensibility

Simpl-Open's architecture must allow for open to iterative
growth while allowing the addition of new services and
capabilities

%

* K

b
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Simplified Architecture Components

Data/Infra Provider

Infrastructure
Infrastructure Infrastructure Provisioning
/ frontend backend

I I Signer
Service

Contract

Connector
Manager

Consumer

Catalogue

Client BE Connector

Catalogue
Client Ul

Contract
Manager

v

Tenant

Governance Authority

Catalogue

European
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Simpl-Open Technology

Current Technology Choices for Simpl-Open Components

Technology Capability

Self-Descriptions (SD) SD (GX-Trustframework) Metadata Description

SD Creator XFSC SD Tooling Metadata Description
Data Space Catalogue XFSC Federated Catalogue  Data Discovery

Signer Service XFSC Signer Signature

Connector EDC Data Exchange
Infrastructure Provisioning Crossplane Infrastructure Provisioning
Authentication Keycloak Authentication Provider
|dentity Provider EJBCA |dentity Provider
Authorisation Spring Cloud Gateway Authorisation

European
Commission




1 1.Qﬂ'

(‘\

1~ /A

Next steps for Simpl-Open

aaaaaaa

Yot YU

"

a0




High-Level Simpl-Open roadmap 2025-2026 @ Setup Use @ Operate

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
25 25 25 25 26 26 26 26
Setup
Extend Gov. Authority support Control processes

Set-Up data space

Extend ID/Trust support and catalogue configuration extension
Set-Up ID / Trust & Catalogue

. Extend credentials management Implement Self-identification
Onboard data SpaCe Par“C'pant ...’ ]

Use

i Enrich catalogue publishing
Publish Resource

Enhance catalogue search
Search Resource

Extend contract information and mgmt Implement billing and invoicing
Contract
Extend infrastructure provisioning Implement advanced infrastructure services
Consume Infrastructure Resource
L Extension of Data Transfer... Implement applications sharing
Consume Data/Application Resource
Implement anonymisation Implement data treatment solutions
Operate
Extend monitoring and reports Implement audit Implement energy efficiency & sustainability

Mgmt/Ops of data space

Set-up and run Helpdesk Set-up and run Security Processes
. ___________________________________________________________________~ ______________________________________________________]

IT Administration

European
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Get involved and participate

It's Simpl!

N

Webinars &
Workshops

Join technical and business
sessions, online and in
person.

Website

Visit our website for
Simpl documentation,
requirements and
latest news.

<O

Code Repository

Check out and review
the code!

0>

Social Media

Join and engage with our 000
growing community! [ g W
Forum

Keep a look out for Simpl's
forum launch! Coming
soon!

Surveys
Help us improve!

Scan me for
more information
about Simpl



O Mark the date!
Simpl Annual

Community Event

(@ 29 January 2026
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IAA Architecture

Onboarding

n




Two-tier approach - summary

IAA will not Issue:

« Digital identities, only integrate existing ones (EU Login, elD, EUDIW, ...);
« Digital signature certificates or PIDs, rely on existing ones (eIDAS, EUDIW, ...);

Tier 1

IAA for participant’s agent end users.
Follows access control based on roles (RBAC).

Tier 2

IAA for communication between data space agents.
Follows access control based on identity attributes (ABAC).

The access to the data space functionalities is exclusively performed through Tier 1, end users see only his/her agent’s functionalities.

European
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Two-tier approach - diagram

Consumer

1.3 Login

» Federated Local Idp

2.3.a Check credentials

2.3.b Check credentials

- =y

1.2 To Local Idp

—_—
Tier 1 authentication

1

End User

provider (Keycloak)
- @ @ @

1.1 Redirect
)
| Tier 1 authorization

1.0 Access Service

Agent

’

om Em mm mm Em omm o o oy

~

N

Y A2

Identity Provider

J

- e mm o mm o owm P

Data space Governance Authority

Provider

o T R mm o Em mm Em o Em Em o Em Em Em Em Em B Em Em Em Em Em Em Em B Em Em A R Em Em o Em Em

provider (SCG)
- @ @@

J

2 Req

lest Resource

Y

Local service

Tier 2

A

3

4 | ; |
mTLS client /
Transparent Proxy

authentication

provider

2.2.a Check peer credentials

\

Tier 2 authentication

2.1 Remote Call
(via mTLS)

Lprovider

2.2.b Check peer cred

A 4

_| Tier 2 authorization
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ldentity attributes

Defined by the data space Governance Authority (GA), used to identify:
- Participant types (GA, consumer, data/app/infra provider);
- Permissions across all agents (searching catalogue, publishing on catalogue,...);
* Rights to perform specific actions data space wide (signing contracts, consuming resources, ...);

Given by the GA to any participant.

Assignable — by the participant’s governance to a role; any user with that role inherits the attribute (permission/right).

Read-only (predefined):
« Have the same meaning data space-wide and eventually across data spaces (enabling common federation identity attributes);
* Not editable by the GA,;
« Used to enforce ABAC in the tier 2 communication;

Customizable:
« Allows to define additional data space permissions/rights;
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Roles and relation with identity attributes

Defined by the governance of a participant, are standard OIDC roles and are used to:
« Specify types of end users in the agent;
* Regulate the access of agent’s features and functionalities;

Relation with assignable identity attributes allows the governance of a participant to:
* Delegate to a role one or more of its data space wide rights or permissions;
* Manage the received attributes independently, distributing them to groups of its end users;
« Establish which role (end users) operates on behalf of the participant;

An example of an identity attribute as a right is the RESEARCHER identity attribute used in the catalogue search engine to filter service offerings
results.
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Anatomy of a service

Participant Data Center

SIMPL Service
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(Optional) Local T1 a
Backend

Component
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Remote T2
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Component
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—

Tier 1

|
Tier 2

Resource
Access through

{Optional)

Frontend: optional and protected by Tier 1 authentication

Local T1 backend component: service, protected by Tier 1 authentication, that implements an agent
functionality locally or by communicating with another agent Tier 2 remote component

Remote T2 backend component: service, protected by Tier 2 authentication, that implements a dataspace
functionality, exposing it to other participant's agents

Resource access through: actual resource, external to the agent, that is accessed locally or remotely using the
local or remote components
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Built-in - Local service

Uses a frontend (optional) and a local tier 1 backend.
Implements a local core functionality: e.g. users and roles management.

LUser & Roles
Frontend

Agent Alpha

-

|
J

Tier 1

User & Roles

User & Roles
Backend

Tier 2
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Built-in - Across agent’s service

Uses a frontend (optional) and a local Tier 1 backend, working with a remote Tier 2 backend.

Implements a remote core functionality: e.g. searching catalogue.

|

Catalog 1

Consumer Agent

-~

Frontend J

Tier 1

Local T1
Catalog
Backend

~

]
J

Tier 2

Authority Agent
o -
> & ks
[ —
Remole T2
Catalog
Backend

_/
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Access-through - Local service

Uses a frontend (optional) and a local Tier 1 backend that accesses a local resource (external to the agent).

[

Application/ ]

Consumer Agent

-

Local T1
Data connector

Frontend J

Tier 1

Consumer
Backend

Tier 2

~

A4

[

Application/Data/Infra
Resource

|
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Access-through - Across agent’s service

Uses a frontend (optional) and a local Tier 1 backend, working with a remote Tier 2 backend, accessing a
remote resource (external to the agent).

Consumer Agent Provider Agent
Application/ ] / \ / \
[ Frontend J Local T1 )
Data connector
Consumer
Backend
— (9N (o] -~
5 5 > 5 - 5
= = = =
Remote T2
Data Connector
Provider
Backend
Y
Application/Data (Infra
Resource
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An example: “Echo”

Example of a IAA enabled service: will become the template project to integrate IAA functionalities

Alpha Data Center

Beta Data Center

Agent Alpha

Agent Beta
Ping Service /
Ping Frontend
Ping Local T1

Ping Service
Internet
|
Backend 1.

l Component | I I k/\ T
|

v

-— o o™ -
5 5 > > & 5
= [ [ ) [=
|1 | Ping Remote T2
Backend
Component
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Interoperability of IAA

Built-in in Keycloak:

Identity Brokering and Social Login Q

Enabling login with social networks is easy to add through the admin console. It's just a matter of
selecting the social network you want to add. No code or changes to your application is required.

{CLOAK

Keycloak can also authenticate users with existing OpenID Connect or SAML 2.0 Identity Providers. Again,
this is just a matter of configuring the Identity Provider through the admin console.

| T | I L. oo]
OpenlD Connect SAML 2.0 Kerberos

User Federation

Py i - . » Active Directory
.Keycloak has built-in support t.o connect to e:ﬂstllng LDAP or Active Directory s.ervers. You can also n { ‘_'LOAK
implement your own provider if you have users in other stores, such as a relational database.

Relational database

Additional integrations*:

« 0OIDC4VC (EUDIW, OCM, walt.id, ...);
« EU Login;
 elD;

* not part of MVP
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Simplified Architecture Components

Data/Infra Provider

Infrastructure
Infrastructure Infrastructure Provisioning
/ frontend backend

I I Signer
Service

Contract

Connector
Manager

Consumer

Catalogue

Client BE Connector

Catalogue
Client Ul

Contract
Manager

v

Tenant

Governance Authority

Catalogue
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Agenda

Break out: Use of a data space

57 | Data Sharing Festival 2025

Deployment Scripts

Explaining Deployment
Scripts and their
structure.

How to add deployment
scripts and How to add
infra or bundle offerings
to the catalogue.

Creating and Adding
Service Offerings

Explaining usage and
access policies and their
types.

Using identity attributes
with access policies.
Validation process for the
Self-Descriptions.

Search of Service

Offering

Show different users with
different access levels,
searching for Resource
Descriptions that they
do/don't have access to.
Show Quick Search and
Advanced Search.

Consumption

Requesting and
receiving a dataset via
connector (traditional
data space use case)
Reviewing the offers and
their policies, contracting
and accessing the
resource (Bundle).
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Simplified Architecture Components

T

Data/Infra Provider

v

Infrastructure Infrastructure Crossplane
frontend backend

SD-BE R Signer
Service

Contract Connector
Manager

Consumer
Catalogue Catalogue
Chent ul Client BE Connector

Contract
Manager

Tenant

Governance Authority

Catalogue
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Agenda

Break out: Use of a data space

Simplified
Architecture

* Fundamental
architecture concepts.
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Creating and Adding
Service Offerings

Explaining usage and
access policies and their
types.

Using identity attributes
with access policies.
Validation process for the
Self-Descriptions.

Search of Service

Offering

Show different users with
different access levels,
searching for Resource
Descriptions that they
do/don't have access to.
Show Quick Search and
Advanced Search.

Consumption

Requesting and
receiving a dataset via
connector (traditional
data space use case)
Reviewing the offers and
their policies, contracting
and accessing the
resource (Bundle).
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Deployment Scripts

) Tenant
Data/Infra Provider
Infrastructure Infrastructure
‘ / frontend backend
Consumer Governance Authority
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Agenda

Break out: Use of a data space

Simplified
Architecture

. Fundamental

architecture concepts.
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Deployment Scripts

Explaining Deployment

Scripts and their
structure.

How to add deployment
scripts and How to add
infra or bundle offerings
to the catalogue.

Search of Service

Offering

Show different users with
different access levels,
searching for Resource
Descriptions that they
do/don't have access to.
Show Quick Search and
Advanced Search.

Consumption

Requesting and
receiving a dataset via
connector (traditional
data space use case)
Reviewing the offers and
their policies, contracting
and accessing the
resource (Bundle).
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Creating and Adding Service Offerings

. Tenant
Data/Infra Provider

II ™~ SD-UI SD-BE ,
Signer

\ Service

Consumer Governance Authority

4 Catalogue
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Agenda

Break out: Use of a data space

Simplified
Architecture

. Fundamental

architecture concepts.
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Deployment Scripts

Explaining Deployment

Scripts and their
structure.

How to add deployment
scripts and How to add
infra or bundle offerings
to the catalogue.

Creating and Adding
Service Offerings

Explaining usage and
access policies and their
types.

Using identity attributes
with access policies.
Validation process for the
Self-Descriptions.

Consumption

Requesting and
receiving a dataset via
connector (traditional
data space use case)
Reviewing the offers and
their policies, contracting
and accessing the
resource (Bundle).
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Search of Service Offering

Catalogue
ﬁ Client Ul

Data/Infra Provider

Consumer

Catalogue
Client BE

Tenant

Governance Authority

Catalogue

Query

Mapper
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Agenda

Break out: Use of a data space

Simplified
Architecture

. Fundamental

architecture concepts.
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Deployment Scripts

Explaining Deployment
Scripts and their
structure.

How to add deployment
scripts and How to add
infra or bundle offerings
to the catalogue.

Creating and Adding
Service Offerings

Explaining usage and
access policies and their
types.

Using identity attributes
with access policies.
Validation process for the
Self-Descriptions.

Search of Service

Offering

Show different users with
different access levels,
searching for Resource
Descriptions that they
do/don't have access to.
Show Quick Search and
Advanced Search.
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Consumption

Data/Infra Provider

\

Crossplane
Infrastructure p

backend

Contract
Manager
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o Consumer
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