
 

HERACLES 

Hercules is famous for his strength and for his epic adventures
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In the HERACLES project, 13 public and private parties are 
jointly conducting research into two types of cancer. The 
challenge here is to merge different datasets without putting 
privacy-sensitive data at risk. Data spaces and privacy-
enhancing technologies (PETs) help make this possible. Working 
with health data continues to require human input, however, as 
became clear during the first year of the project in which the 
foundations for secure data sharing were laid.
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Early Development Late Development Daily practice

EMA 
submission

EMA
approval

Access to local
market

Loss of 
exclusivity

(patent loss)

7



single data entry

• Data Spaces with Federated Learning (FL*), 
computing is with pseudonymized or anonymized 

decentralized health data  

• Data Spaces with Multi Party Computation 

(MPC*), computing is with encrypted centralized health 

data

• Data Spaces with Health Data in secure 

data environments (HDAB’s), computing is with 

pseudonymized or anonymized centralized health data 

multiple data entry 

• Registries (PLCRC/DICA/NKR for colon 

cancer)

• Product monitoring 

• Phase IV trials

• Drug Access Protocol (DAP)

• Drug Rediscovery Protocol (DRUP)
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high administrative burden, high cost per 

RQ, standardized data in centralized data 

base, not ready for cross border reuse

low administrative burden, low cost per RQ, 

standardized data at the source, ready for 

cross-border reuse

* Privacy Enhanced Technology (PET) 

Innovation by 

improved 

legislation 

(EHDS) and 

technology
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HERACLES

Data use
Project 
finalisation

Data permitData discovery
Setup metadata 
& infrastructureEHDS

Onboarding

Submit 
components
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data & services

Contract 
negotiation

Perform 
analysis

Certification

Publish
Meta-data

Identity 
management

“Data permit” “Data use”“Data discovery”EHDS:

Project 
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tpeters3@its.jnj.com
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